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Abstract: A new approach was studied for BGP security: SE-BGP. By analyzing the security of SE-BGP, was found it
had some secure leaks which couldnt resist active atack. To solve these secure problems of SE-BGP, an
AS-alliance-based secure BGP scheme : SA-BGP was proposed, which used the aggregate signatures agorithm based on
RSA. The SA-BGP has strong ability of security that can effectively verify the propriety of IP prefix origination and veri-
fies the validity of an AS to announce network layer reachability information (NLRI). SA-BGP can large-scale reduced
the number of the used certificates. Performance evaluation results that SA-BGP can be implemented efficiently
and the incurred overhead, in terms of time and space, ptable in practice.

Key words: border gateway protocol security; autonomous system aliance; aggregate signatures; RSA

1
—BGP(border gateway protocol)
BGP
2010-08-23 2010-12-22
“ 863" 2008AA01A 323, 2009AA 01A334, 2008A A01A 325
“ 973 2007CB307102 2008BAH37B02

60773182, 61070157
Foundation Items: The National High Technology Research and Development Program of China (863 Program) (2008AA01A323,
2009AA 01A 334, 2008AA01A325) The Nationa Basic Research Program of China (973 Program) (2007CB307102) The National Key
Technology R& D Program of China (2008BAH37B02) The National Natural Science Foundation of China (60773182, 61070157)



. 92.

33

BGP
BGP
BGP
2
1) PKI BGP
PKI
SBGP®  psBGP“
2)  PKI soBGP®  Listen and
Whisper (6l
[7]
BGP SE-BGP
SE-BGP
SE-BGP
RSA
AS BGP
SA-BGP
AS NLRI
AS
2 SE-BGP
[7 BGP
SE-BGP AS
AS
AS CA
AS AS
AS
SE-BGP
21 TTM
TT™ PKI
CA
1 AS
1 T, T, 2
Tl T2 SAl SAZ

S, (m) k m

Vi (8) k S
SA, c M SA,
b T, c SA,
CA M
M., T, T,
M T, SA,
M =V, [S, (M, )] M
SA, M,
b M' 2 S.(M,.,)
S.M..) b M

M=V, [S, (M, )] =V, S, (M,.,)]

2.2 SE-BGP
SE-BGP 2
1) AS_Security_Source

2

AS Security Source
2) AS_Security Path

AS Security Path

2.3 SE-BGP

SE-BGP AS

2

AS
AS
UPDATE
AS Security Source AS_Security_Path
UPDATE



5 BGP - 93
AS_
Security_Source  AS_Security_Path
path
1) AS time Keai-r i
CA T kol . i
2) CA T [M ]k
AS_Security_Source M k Crt, U
( )
AS Security_Source 2 (
) DT, ® T, {[MIKeus s [Mc.rilKenoora}s
AS Security_Source 2 ( {[ path,T, time,Jk:%, ..}, M
) N 2T, ® T, (MK, o MK o},
AS AS AS Security {[path” T, time, kcsq.r2}, M
Source YT, ® T, {[MIKch o MK, 1o}
{[path*™,T, time,]k%, 1}, M
1 3.2 SE-BGP
2 SE-BGP
1
3) AS_Security_Source 2
AS_Security Path
AS AS
AS AS_ T, T, T, C
Security_Source
2)
AS
AS AS T T
{IMIKk s IM Tk 3 1 } M {[path’,
3 SE-BGP T3,time2]kgi3.Tz} T,
SE-BGP 1 1 .
{IMIkgp. s IM Tkepsr }o {[path’,T;,
3.1 SE-BGP time, 1k;, ., }
[7] TT™
T [MIKas s
C SE-BGP
T D AS UPDATE
T T, T, T, 4 1 T, SA,
UPDATE
AS CA T T,



. 94.

33

3.3
BGP
SE-BGP
BGP UPDATE
SE-BGP
BGP
TT™M
4 SA-BGP
3 (7
SE-BGP
AS Rich-Club AS
BGP AS Rich-Club
AS BGP
? ? SA-BGP (secure aggregation BGP)
4.1 SA-BGP
SA-BGP [7 AS
AS
CA
1 AS AS
AS AS
“ 8 AS PKI
CA
2 CA

3 AS Security Path ASP

4.2 RSA

SBGP  SE-BGP DSA

DSA
DSA
BGP SA-BGP RSA
] N N
[8~10]
(1
[12~14]
[15]
RSA
RSA
RSA U
Crt, (k, k')
2
1) T,,T,,LT,
m,,m,,L.,m,
T T, T,
h=H(m,r) s, =[]k’
4 (s, m ) T,
T
S., rL,m,m,L.m_
h =H(r,m,m,,L.,m) s, =[h+s k™
{s; (mym,Lm)m 1} T
2) T
s, r,m,m,,L.m, r
h =H(r,m,
m,,L,m,) s,., =h +[s,]k
h, s., L h s, h
[s.]k,
RSA

(RO randomoracle) 1

4.3 SA-BGP
SA-BGP
UPDATE
T, AS N,
T, AS N,
T AS N,,L_,N



BGP - 95

Tl
T,, LT, ., T,
T, AS N, LN,
N II
4.3.1
AS
CA
1) N, UPDATE N,
AS  AS,,
AS _PATH ={AS,.}
L h=H(r,AS,,) s,=[hlk;
ASP ={r,,s .} N,
2) N, N, ASP
n
AS _PATH
AS,, h, =H(AS,,.r)
[s,]k, 2
AS  AS,,
h, =H(r,AS,,,AS,,) s,=[s,+h,]k;;
AS _PATH ={AS,,,AS,,} ASP ={r,s,}
N3
L
i 1) N, N,
ASP r,
AS _PATH
AS,,,AS,,,L,AS,, h =H(r,
AS,,,AS,,,L,AS,) s,,=h +[s,]k
h, s., L h s,
hy 5.1k

hi+1 = H(rl'ASNl'
-1

S i+l =[hi+1 +S i]k|+1
AS _PATH ={AS,,, AS,, L,

ASNZ'L'ASNH-I)
ASP ={r,s .}

ASN i+1}
Ni+2
L
m 1) T, N, ASP
r AS_PATH

AS,,,AS,,, L,AS,,

4.3.2
DT T, AS
AS,,
AS _ PATH ={path,AS,,} path
h', = H(path,
AS.,.n) s =[hTk; ASP ={r.s .S }
T2
2) T, T, ASP
r, AS _PATH
AS;; N,

2
h', =H(path,r,,AS ,AS,) s, =[s+h}lk;

AS_PATH ={path,AS,,AS,,} ASP={r,s "}

T

3

L
i DT, T
. AS _PATH

ASP
r

h'., = H(path,r,
AS,AS, L AS L) s =lhts ki

ASP ={r,s',} AS_PATH ={path,AS,, AS,, L,

AS; .}
Tisz
n) Tn Tn»l ASP
r AS _PATH
AS,,,AS,,,LAS,
Tn
AS _PATH ={ path,
path*,AS, } path
5 SA-BGP
SA-BGP
1
ASP ={r,s} AS_PATH ={AS,AS, L ,AS}

[s.]k



- 96 33
h'+[s,]k =h'+h +s,, h' 1 h,
1) h =H(r,AS,AS, L ,AS) s',ls.,
[s,]k,=s,., +h S, s','s,, L s'ts, h =[s,]k
2) h., =H(r,AS,,AS,,L,AS, ) ht[s "k
S, =h. +[s i ki, AS PATH
L
i- 1) h, =H (r,AS,,AS,) s,=h,+
[s5]k AS PATH
i) h=H(r,AS,) s,=h+[s,]k,
[s.]k, h
h =[s,1k, T, T, ASP =
{r,s 1,5} h' =H(path,AS, ,r) s’ =
[h, Tk;} T, s s,
2
AS SA-BGP AS PATH
AS AS
P 4 AS
AS AS
AS
AS .
P
r
3 AS PATH T.. ASP ={r,s }
AS _PATH ={AS,AS,,L_,AS}
AS_PATH
r
AS PATH r r s
ASi  AS_PATH ={AS, r |
AS,,L,AS} AS_PATH ={AS,L, AS' L,
AS}(I <i)
AS_PATH
(
AS_PATH )
ASP ={r,s} AS _PATH (
={AS,L,AS, L, AS}( <i) )

h',=H(r,A§,LL,AS' ,L,AS) s

i-1



BGP .97
1 SA-BGP SE-BGP S-BGP
C Cs
N SE-BGP SA-BGP
S-BGF SE-BGP SA-BGP S-BGFP
Key Nomal Key Nomal
23000 5.29x 10° 5.54x 10° 7.59x 10° 23000 169 100 330 100
48 000 2.304x 10° 1.86x 107 2.76x 107 48 000 244 100 580 100
64 000 4,096x 10° 3x 107 4.74% 107 64 000 292 292 100 740
6 SA-BGP
6 SBGP 1/3 IBSAS
1/5
SA-BGP 5
UPDATE 2
SA-BGP
6.1
FLTATAT —
550 245.0
s00F
3 C AS ok 4432
Cs AS _A00F
_ a5
C AS N Fa00f
. =230r 2136
rich R% W0F 4
C=N2 CaN C=N A1
1 SA-BGP SE-BGP  SBGP SL;' _ | I |
BGD S-BGP  SA-BGP  IBSAS
1 AS 2
SA-BGP SBGP AS
SE-BGP SA-BGP AS
SA-BGP
SA-BGP
7
6.2
SSFNet [ (7] BGP
BGP SE-BGP
[18] PKI SE-BGP
110
BGP
2 TT™M TTM
(19 IBSAS SBGP
SA-BGP SE-BGP
IBSAS [7] AS RSA
SBGP SA-BGP3
SA-BGP BGP SA-BGP
SA-BGP SA-BGP



33

AS
(NLRI) AS
BGP IBSAS
SBGP SA-BGP
[1] REKHTER Y, LI T. A border gateway protocol 4 (BGP-4)[EB/OL].

[2]

[3]

[4]

[5]

[6]

[7

[8]

[9]

[10]

[11]

[12]

[13]

http://datatracker.ietf.org/doc/rfc4271/,2006.

MURPHY S. BGP security vulnerabilities analysis[EB/OL]. http://
datatracker.ietf.org/doc/rfc4272/,2006.

KENT S, LYNN C, SEO K. Secure border gateway protocol
(S-BGP)[J]. IEEE Journal on Selected Areas in Communications,
2000, 18(4): 582-592.

KRANAKIS E, OORSCHOT C. On inter-domain routing security and
pretty secure BGP (psBGP)[J]. ACM Trans on Information and Sys-
tem Security, 2007,10(3):11.

WHITE R. Securing BGP through secure origin BGP (soBGP)[J]. The
Internet Protocol Journal, 2003,6(3):15-22.

SNBRAMANIAN L, ROTH V, STOICA L, et al.Listen and whisper:
security mechanisms for BGP[A]. Proc of the 1st Symposium on
Networked Systems Design and Implementation[C]. San Francisco,
CA, USA,2004.

. SE-BGP: BGP .

,2008,19(1):167-176.
HU X J, ZHU P D, GONG Z H. SE-BGP: an security[J]. Journal of
Software, 2008, 19(1):167-176.

BONEH D, GENTRY C, LYNN B, et al.Aggregate and verifiably
encrypted signatures from bilinear maps[A]. EUROCRYPT 2003, vo-
lume 2656 of Lecture Notes in Computer Science[C]. Springer-Verlag,
2003.416-423.

GENTRY C, RAMZAN Z. ldentity-based aggregate signatures[A].
PKC 2006: 9th International Conference on Theory and Practice of
Public Key Cryptography[C]. Springer-Verlag, 2006.257-273.

LU S, OSTROVSKY R, SAHAI A, et al. Sequential aggregate signa-
tures and multisignatures without random oracles[A]. EUROCRYPT
2006[C]. Springer-Verlag, 2006.465-485.

BOLDYREVA A, GENTRY C, O’NEILL A, et al. Ordered multisig-
natures and identity-based sequential aggregate signatures, with appli-
cations to secure routing[A]. ACM CCS 07: 14th Conference on
Computer and Communications Security[C]. 2007.276-285.

KERINS T, MARNANE W P, POPOVICI E M, et al. Efficient hard-
ware for the Tate pairing calculation in characteristic three[A]. Work-
shop on Cryptographic Hardware and Embedded Systems 2005
(CHES 2005)[C]. Edinburgh, Scotland, 2005. 412-426.

SCOTT M. Computing the tate pairing[A]. Proceedings of the
RSA Conference: Topics in Cryptology-the Cryptographers' Track

[14]

[18]

[16]

[17]
[18]

[19]

(CT-RSA 2005)[C]. Springer-Verlag, 2005.293-304.
SCOTT M, BARRETO P S L M. Compressed pairings[A]. Proceed-
ings of CRYPTO 2004[C]. Springer-Verlag, 2004.140-156.
BONEH D, GENTRY C, LYNN B, et al. A survey of two signature
aggregation techniques[J]. RSA Crypto Bytes, 2003, 6(2):1-10.
BELLARE M, ROGAWAY P. Random oracles are practical: a para-
digm for designing efficient protocols[A]. The 1st ACM Conference
on Computer and Communications Security[C]. 1993.62-73.
The SSFnet project[EB/OL]. http:/Avww.ssfnet.org/homepage.html, 2006.
, , . BGP

[J1. ,2007,28(8):24-33.
ZHAO J J, ZHU P D, LU X C. Quantitative analysis of BGP conver-
gence and its influence on network performance[J]. Journal on Com-
munications, 2007,28(8):24-33.
Multi-AS topologies from BGP routing tables[EB/OL]. http://www.
ssfnet.org/Exchange/gallery/asgraph/index.html,2006.

1978

1981-

1967-

1962-



	201205_è�13

